
Prinng DNS messages

The goal o his assignmen is o undersand he DNS message compression scheme.

Background:

A DNS message has a DNS header and our secons. The message sars wih a DNS header
ollowed by he quesons, answers, auhoriy, and addional records secons. The srucure
o a DNS header is as ollows.

sruc dns_header {
__be16 id;
__be16 ags;
__be16 num_ques; // # quesons
__be16 num_ans; // # answer RRs
__be16 num_auh; // # auhoriy RRs
__be16 num_add; // # addional RRs
};

Here, num_ques, num_ans, num_auth, and num_add correspond o he number o
enries in he quesons, answers, auhoriy, and addional records secons. Each enry in
he queson secon begins wih a name ollowed by a srucure shown below.

sruc dns_q {
__be16 ype;
__be16 class;
};

Each enry in he answers, auhoriy, and addional record secons begins wih a name
ollowed by a srucure shown below. Here, rdata is a variable-lengh bye sream whose
lengh is sored in he eld rlen.

sruc dns_rr {
__be16 ype;
__be16 class;
__be32 l;
__be16 rlen;
unsigned char rdaa[];
};

The names are sored in a compressed orma.
Le’s rs discuss how an uncompressed name is sored. Le’s say we wan o sore
www.example.com. In a DNS message, his sring is divided ino labels, where each label is a
subsring separaed by a do. In www.example.com here are hree labels: www, example,
and com.



The labels are sored as ollows.
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Each label is preceded by is lengh. A lengh o zero indicaes he end o he labels. The
lengh o a label is resriced o 63. Thereore, amos six bis are required o sore he
lengh o a label; however, 8 bis (1 bye) are used o sore he lengh.

Compression:
During soring a name, i he remaining labels already exis (in he same sequence
erminaed by a label o zero lengh) in he DNS message sarng a ose X rom he sar o
he DNS message, hen insead o soring he remaining labels, X is sored.

Le’s consider he ollowing example. We wan o sore he ollowing names. Le’s say he
ose o he rs name wih respec o he sar o he message is 0x10.

l.gld-s.ne.
j.gld-s.ne.
gld-s.ne.

The rs name is sored as
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The second name is sored as
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Noce ha he res o he labels are already available a ose 0x12. The size o an ose in

a DNS message is 16 bis. In order o disnguish beween an ose and he lengh o a label,

he op wo bis o he ose are se o one (remember ha he wo bis o he lengh o a

label are always zero because he lengh can  in six bis). The ose is sored in he Big-

endian orma. hons convers hos order o he nework order (which is Big-endian).

The hird name is sored as

hons(0xC012)

Noce ha he enre name is available a ose 0x12.

In his homework, you need o wrie a roune, prin_helper, which will read labels

corresponding o a name, add dos beween labels, and sore hem in a buer. The roune

will reurn he address o he res o he record afer skipping he byes corresponding o he

name. For example, or he rs name, 14 byes will be skipped o ge he address o he res

o he record. Similarly, or he second and hird names, our and wo byes will be skipped.



The skeleon code provided o you calls he prin_name roune, which uses prin_helper o

read he name in a buer and o ge he address o he res o he record (say X).

prin_name reurns X o he caller afer prinng he sring.

Afer getng he address afer skipping he name, he skeleon code prins he various elds

in he record, excep rdata. Afer he above prin saemen, you need o inialize he

variable start wih he address o he nex record in he corresponding secon. Noce ha

he lengh o rdata is rlen, which also needs o be skipped or he records in he answers,

auhoriy, and addional records secons.

Skelton code:

Clone he gi reposiory using

gi clone hps://gihub.com/Sysems-IIITD/CN_DNS

Run make o compile pcap.c.

Run sudo ./pcap o run he ool.

The pcap applicaon uses he pcap library o read all packes rom he nework inerace

card. I hen lers he UDP packes corresponding o he DNS messages. The DNS server

uses por 53, which is used o ler DNS messages. You need o implemen he

print_helper roune and he skipping logic as discussed beore.

Submission:

Follow he naming orma or homework and assignmens. You need o submi he pcap.c

le along wih a design documenaon ha prins he DNS record prined by your modied

pcap applicaon, when you run dig @198.41.0.4 www.example.com rom anoher erminal.

A correc oupu would look somehing like his:

-------------------- START -----------------------

id: 26682 ags: 33024 num_quesons: 1 num_answers: 0 num_auhoriy: 13
num_addional: 27

prinng queson secon
www.example.com. ype: 1 class: 1

prinng answer secon

prinng auhoriy secon
com. ype: 2 class: 1 l: 2a300 len: 14
com. ype: 2 class: 1 l: 2a300 len: 4
com. ype: 2 class: 1 l: 2a300 len: 4
com. ype: 2 class: 1 l: 2a300 len: 4



com. ype: 2 class: 1 l: 2a300 len: 4
com. ype: 2 class: 1 l: 2a300 len: 4
com. ype: 2 class: 1 l: 2a300 len: 4
com. ype: 2 class: 1 l: 2a300 len: 4
com. ype: 2 class: 1 l: 2a300 len: 4
com. ype: 2 class: 1 l: 2a300 len: 4
com. ype: 2 class: 1 l: 2a300 len: 4
com. ype: 2 class: 1 l: 2a300 len: 4
com. ype: 2 class: 1 l: 2a300 len: 4

prinng addional secon
l.gld-servers.ne. ype: 1 class: 1 l: 2a300 len: 4
l.gld-servers.ne. ype: 1c class: 1 l: 2a300 len: 10
j.gld-servers.ne. ype: 1 class: 1 l: 2a300 len: 4
j.gld-servers.ne. ype: 1c class: 1 l: 2a300 len: 10
h.gld-servers.ne. ype: 1 class: 1 l: 2a300 len: 4
h.gld-servers.ne. ype: 1c class: 1 l: 2a300 len: 10
d.gld-servers.ne. ype: 1 class: 1 l: 2a300 len: 4
d.gld-servers.ne. ype: 1c class: 1 l: 2a300 len: 10
b.gld-servers.ne. ype: 1 class: 1 l: 2a300 len: 4
b.gld-servers.ne. ype: 1c class: 1 l: 2a300 len: 10
.gld-servers.ne. ype: 1 class: 1 l: 2a300 len: 4
.gld-servers.ne. ype: 1c class: 1 l: 2a300 len: 10
k.gld-servers.ne. ype: 1 class: 1 l: 2a300 len: 4
k.gld-servers.ne. ype: 1c class: 1 l: 2a300 len: 10
m.gld-servers.ne. ype: 1 class: 1 l: 2a300 len: 4
m.gld-servers.ne. ype: 1c class: 1 l: 2a300 len: 10
i.gld-servers.ne. ype: 1 class: 1 l: 2a300 len: 4
i.gld-servers.ne. ype: 1c class: 1 l: 2a300 len: 10
g.gld-servers.ne. ype: 1 class: 1 l: 2a300 len: 4
g.gld-servers.ne. ype: 1c class: 1 l: 2a300 len: 10
a.gld-servers.ne. ype: 1 class: 1 l: 2a300 len: 4
a.gld-servers.ne. ype: 1c class: 1 l: 2a300 len: 10
c.gld-servers.ne. ype: 1 class: 1 l: 2a300 len: 4
c.gld-servers.ne. ype: 1c class: 1 l: 2a300 len: 10
e.gld-servers.ne. ype: 1 class: 1 l: 2a300 len: 4
e.gld-servers.ne. ype: 1c class: 1 l: 2a300 len: 10
ype: 29 class: 1000 l: 0 len: 0

-------------------- END -----------------------


